sa>  Craig Latimer GOVERNOR'S

~ Oy . o STERLING
\\’Egi;-gg\@ Supervisor of Elections AWARD
%)”Jmﬁ\“ Our Vision: To be the best place in America to vote RECIPIENT

For Immediate Release
Contact: Gerri Kramer, gkramer@votehillsborough.gov, (813) 367-8827 or (813) 415-4337-cell
May 3, 2023

Cyber Incident Statement from Hillsborough County Supervisor of Elections Craig Latimer

Today, | want to share information about criminal cyberactivity that took place and is
currently under investigation. It's my intent to provide the public with as much information
as possible without compromising the integrity of the investigation. As someone who spent
35 years in law enforcement, | take all criminal activity seriously, and | consider an intrusion
into an elections office an extremely serious offense.

We learned that an unauthorized user illegally accessed files on a shared drive on our
network and we immediately notified federal, state and local law enforcement partners,
including the Hillsborough County Sheriff's Office, the Florida Department of Law
Enforcement, the FBI, MS-ISAC, the Florida Department of State, and the cybersecurity
division of Hillsborough County's Information and Innovation Office. We are working closely
with those partners to ensure that this incident is thoroughly investigated.

It's very important to note that the unauthorized user did not have access to our voter
registration system or our ballot tabulation system. Our voter registration system has
multiple layers of protection, monitoring and redundancy. Our tabulation system does too,
and uses a stand-alone, air gapped server that is not connected to anything else. That
server has not been compromised in any way.

Addressing this issue is my top priority right now, and | am proud to be working alongside
law enforcement partners and cyber technology experts who understand and respect the
seriousness of this incident. | look forward to providing further information once the
investigation concludes. Elections are critical infrastructure, and any attack on our office -
even one that does not interfere with the conduct of an election - is an attack on our
community and our democracy.
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